
McCall-Donnelly Joint School District No. 421 
299 S. 3rd St., McCall, ID 83638 

Phone: (208) 634-2161 Fax: (208) 634-4075 
"Developing Lifelong Learners Today" 

Barbara R Morgan Elementary School    Donnelly Elementary School      
Payette Lakes Middle School   Heartland High School    McCall-Donnelly High School 

Dear Office of the Attorney General: 

I am writing to notify you that McCall-Donnelly School District 421 has experienced a data 
breach that resulted in some student and teacher personal information from our student 
information system (SIS) being compromised. 

On Tuesday, January 7th, our IT department was notified by PowerSchool, our SIS provider, 
“that an unauthorized party gained access to certain PowerSchool Student Information System 
(“SIS”) customer data using a compromised credential, and we regret to inform you that your 
data was accessed.” Following this notification, our IT staff reviewed data access logs and found 
that this party had accessed data from two tables in our SIS, the Student table and the Teacher 
table.  

On Wednesday, January 8th, we received a more in depth briefing from PowerSchool cyber 
security officials. In that briefing, they confirmed that only data from those two tables had been 
taken from affected school districts across the country and globe. They further stated that they 
had engaged the firms CyberSteward and CrowdStrike to investigate and respond to the 
cybersecurity attack. That response included engaging with the party who breached their 
system and negotiating an agreement through which the party destroyed the stolen data. 

On the afternoon of January 8th, we notified current employees of the breach via email. 

The backchannel connection to our PowerSchool SIS has been disabled. We are also reviewing 
other systems to ensure other such connections are not kept open. At this time, based on the 
information and recommendations provided to us by PowerSchool officials, we believe there is 
no ongoing threat related to this security breach.  

Sincerely, 

Timothy T Thomas  
Interim Superintendent  
McCall-Donnelly School District 421 
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PowerSchool is committed to working diligently with customers to communicate with 
your educators, families, and other stakeholders. We are equipped to conduct a 
thorough notification process to all impacted individuals. Over the coming weeks, we 
ask for your patience and collaboration as we work through the details of this 
notification process.  
 
We have taken all appropriate steps to further prevent the exposure of information 
affected by this incident. While we are unaware of and do not expect any actual or 
attempted misuse of personal information or any financial harm to impacted individuals 
as a result of this incident, PowerSchool will be providing credit monitoring to affected 
adults and identity protection services to affected minors in accordance with regulatory 

and contractual obligations. The particular information compromised will vary by 

impacted customer. We anticipate that only a subset of impacted customers will have 
notification obligations.  
 
In the coming days, we will provide you with a communications package to support you 
in engaging with families, teachers and other stakeholders about this incident. The 
communications package will include tailored outreach emails, talking points, and a 

robust FAQ so that district and school leadership can confidently discuss this incident 
with your community.  
 
We understand that you may have additional questions as a result of this update. FAQs 
are available on PowerSchool Community. Additionally, we will be holding webinars with 
senior leaders, including our Chief Information Security Officer, to address additional 

concerns. Please click the link below to register for a webinar that fits your schedule. 
Note that content for all sessions will be identical, so you need only attend one. 

Wednesday, January 8: REGISTER HERE 
 

Thursday, January 9: REGISTER HERE 
 
In the meantime, please reach out to your Customer Success Manager (CSM), Support, 
or other established PowerSchool contact should you have any questions. We will be 
sending communications later today to other stakeholders in your organization who are 
responsible for other PowerSchool products notifying them of no impact to the other 
PowerSchool products.  
 
We are addressing the situation in an organized and thorough manner, and we are 
committed to providing affected customers with the resources and support they may 
need as we work through this together.  
 

https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgo2.powerschool.com%2FODYxLVJNSS04NDYAAAGX4SWsmamkf02H17yqSFOFRviFH5_Mk2JEsR0doPE_Nntlm7HbvW0Ct9NYNk_QRIWDfQo9ExQ%3D&data=05%7C02%7Cmcavallin%40mdsd.org%7C9bbd1d93421c4d1de1a808dd2f4ef557%7C0c03f03f22bb49f39e178c5abe71dfc9%7C0%7C0%7C638718738361691284%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=L9nj1h%2FI3crDqIJ8hJLPGR0w%2BmSyIGt5xt3km3leLGg%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgo2.powerschool.com%2FODYxLVJNSS04NDYAAAGX4SWsmpUhoDdoYOPwTEZg8HwGb6EakTcLtKB9NDok4hmcZr44W5DNKXAww56MXa8HtLNdc8I%3D&data=05%7C02%7Cmcavallin%40mdsd.org%7C9bbd1d93421c4d1de1a808dd2f4ef557%7C0c03f03f22bb49f39e178c5abe71dfc9%7C0%7C0%7C638718738361705833%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=vXCy%2FEwgp6vAEP0iFgCxv494e%2B2sXKqnt40cxdEkrSk%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgo2.powerschool.com%2FODYxLVJNSS04NDYAAAGX4SWsmv-7wKvrYFvrR8NShmKHTcVfh0Yaxy992EMGK8bO4A3fAHh5qtd4X2Uji6QvgKAg0eE%3D&data=05%7C02%7Cmcavallin%40mdsd.org%7C9bbd1d93421c4d1de1a808dd2f4ef557%7C0c03f03f22bb49f39e178c5abe71dfc9%7C0%7C0%7C638718738361719742%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=DI29DhQPxUas4YK4gmlODN5P7ZqqSHb8YfaQBZpgO%2Bk%3D&reserved=0
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