(A Parma School District #137 Dale Layne
T\ Superintendent

Striving for Excellence

District Office
805 E. McConnell Ave. - Parma, ID 83660
(208) 779-4069 - (208) 779-4080 FAX

January 10, 2025

RE: PowerSchool Cybersecurity Incident
To Whom It May Concern:

I am writing to notify you that Parma School District #137 has experienced a data breach that resulted in some stu-
dent and teacher personal information from our student information system (SIS) being compromised.

On Tuesday, January 7th, our IT department was notified by PowerSchool, our SIS provider, “that an unauthorized
party gained access to certain PowerSchool Student Information System (“SIS”) customer data using a compromised

III

credential.” Following this notification, our IT staff reviewed data access logs and found that this party had exported

data from two tables in our SIS, the Student table and the Teacher table.

On Thursday, January 9th, our Superintendent, Dale Layne, notified our board members so that they were aware of
the data breach. We were able to notify our current employees and student families today, January 10th, of the data
breach.

Per our IC § 33-133, IC § 28-51-105, as well as Parma School District Policy 681.50, accept this letter as our notifica-
tion of a cybersecurity breach.

Sincerely,
Thicia %ﬂ%

Tricia Kelly
Business Manager

Encl:

PowerSchool Breach Notification
PowerSchool SIS Student Tables

PowerSchool SIS Teacher Tables
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