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Administration
650 N. Cleveland
Moscow, ID 83843
208.882.1120

FAX: 208.883.4440

Moscow

High School
402 E. Fifth Street
Moscow, ID 83843
208.882.2591
FAX: 208.892.1136

Moscow

Middle School
1410 East D Street
Moscow, ID 83843
208.882.3577
FAX: 208.892.1182

Lena
Whitmore

Elementary
110 §. Blaine
Moscow, ID 83843
208.882.2621
FAX: 208.892.1202

A.B. McDonald

Elementary
2323 East D Street
Moscow, ID 83843

208.882.0228
FAX: 208.892.1216

West Park
Elementary
510 Home Street
Moscow, ID 83843
208.882.2714
FAX: 208.892.1259

Paradise
Creek
Regional
High School
1314 S. Main
Moscow, 1D 83843
208.882.3687
FAX: 208.882.6815

Support
Services
Facility

FAX: 208.892.1265
Location:

2245 White Avenue
Facilities
208.892.1129
Food Service
208.892.1123
Transportation
208.882.3933
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5 Shawn Tiegs, Superintendent
Carrie Brooks, Curriculum Director
Jennifer Johnson, Business Manager

Aaron “Butch” Fealy, Operations Director
Shannon Richards, Special Services Director

1/9/25

Raul Labrador
Idaho Attorney General

Attorney General Labrador,

On Wednesday, January 8, 2025, I was notified by Moscow School District Technology Staff that
they had received communication from Power School that student and teacher data that is housed
on our hosted platform had been accessed and stolen. Power School has confirmed to us that the
source of the data breach is secured and has issued “reasonable assurances” that the data that was

accessed was deleted.

This student data included a large amount of demographic information regarding student
usernames, state education ID numbers, parent/guardian addresses, phone numbers, and phone
numbers and addresses of listed and submitted contacts and emergency contacts. Of particular
concern, this student file also contained information about specific medical plans associated with
some students with listed medical plans including known allergies and some specific diagnoses
such as asthma and diabetes.

The teaching staff data also included demographic/public type information of past and current
staff and our technology department identified 5 individuals who had social security numbers
listed in the file that was downloaded.

We have reported this data breach to our insurance company and will also report this breach to
the State Board of Education Executive Director and the Superintendent of Public Instruction.
Please confirm receipt of this letter and let me know if you have any questions or need any further
information regarding this breach of student and staff data.

Tha u for your support,

P

Shawn Tiegs
Superintendent
Moscow School District



