From: Dave Tolman

To: Andrew Nelson; Consumer Protection Mailbox
Cc: Timothy Thomas

Subject: Cyber Security Incident

Date: Tuesday, February 25, 2025 5:02:40 PM
Importance: High

Some people who received this message don't often get email from dave.tolman@itd.idaho.gov. Learn why this is

important
This is to inform the Office of the Attorney General that the Idaho Transportation Department has
discovered suspicious activity on the account of one of our employees. This includes information on
their email account as well as files on One Drive. We are working with the cybersecurity team at ITS
as well as our in-house IT team to determine the types of data that was accessed. At this point in
time it is possible that Pll data was included, but we don’t know for sure. We continue to do the
research on the attachments in emails that were viewed to determine any issue. The impacted time
frame is February 17 through February 19.

As additional information is identified, we will provide that detail to you and determine appropriate
action. The scans are continuing and we hope to have more understanding in the next day or two.
Please let me know if you have any questions.

Dave Tolman

Chief Administrative Officer
Idaho Transportation Department
0: 208-334-8525

C: 208-866-3628
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